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Abstract: In cyber-physical systems, communications, computing, and informa-

tion about the system's requirements and operational state are used to streamline 

and fortify physical operations. Techniques exist for assessment, modeling, and 

simulation of physical and cyber infrastructures, respectively, but such isolated 

analysis is incapable of fully capturing the interdependencies that occur when 

they intertwine to create a CPS. Our research seeks to develop models that cap-

ture these interdependencies, while accurately reflecting the operation and at-

tributes of the cyber and physical infrastructures. In this paper, we use intelligent 

water distribution networks (WDNs) as a model problem. We propose an agent-

based qualitative model for a WDN, as well as a Markov decision process 

model, which is quantitatively analyzed using SHARPE. Our models facilitate 

comparison of the reliability of purely physical systems to their intelligent coun-

terparts – an important task in light of the increasing reliance of critical infra-

structure systems on computing and communication. 
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1. Introduction  

     Cyber-Physical Systems (CPSs) are the integration of computation (embedded com-

puters and communication networks) and physical processes. In CPSs, e.g., the Smart 

Grid, sensors collect information about the physical operation of the system, and commu-

nicate this information in real-time to the computers and embedded systems used for intel-

ligent control. These cyber components in turn utilize the information to determine appro-

priate control settings for physical components of the system, such as devices used to 

control the flow of power on a given transmission line in a Smart Grid.  

     Modern critical infrastructures for power, ground transportation, and water distribution, 

respectively, serve as prime examples of CPSs. In this paper, we focus on the water do-

main, using an intelligent water distribution networks (WDN) as a model CPS. Fig. 1 de-

picts a WDN, where physical components, e.g., valves, pipes, and reservoirs, are coupled 

with cyber infrastructure (currently SCADA) that supports intelligent and adaptive alloca-

tion and quality control of water [1,2]. In this paper, unless explicitly specified otherwise, 

the acronym “WDN” refers to an intelligent WDN, i.e., a CPS. The primary goal of 

WDNs is to provide a dependable source of potable water to the public. Information such 

as demand patterns, quantity (e.g., in a certain reservoir), and com (contaminants and 

minerals) is critical in achieving  this goal,   and beneficial in guiding maintenance efforts 
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and identifying vulnerable areas requiring fortification and/or monitoring. 

 
Figure 1: Cyber and Physical Components of a WDN  

 

     Sensors dispersed in the physical infrastructure collect this information, which is ag-

gregated for hierarchical interpretation of semantics and use by algorithms that provide 

decision support to hardware controllers (pumps and valves) that are used to manage the 

allocation (quantity) and chemical composition (quality) of the water. The algorithms are 

implemented through software executing on multiple distributed computing devices.  

     The investment in cyber infrastructure is made in hope of fortifying and streamlining 

the operation of a traditionally physical system [3-4]. The success of this effort needs to 

be determined, in terms of the dependability and efficiency of the resulting CPS, as faulty 

or insecure cyber control may actually render the physical operation of the system less de-

pendable. Furthermore, the addition of each cyber component to a physical system in-

creases the overall complexity, which in turn complicates maintenance and repair.  

     Modeling and simulation can be used to analyze CPS reliability, as direct observation 

of critical infrastructure is often infeasible. However, significant challenges arise in both 

modeling and simulation of such systems. Fundamental differences exist between the at-

tributes of cyber and physical components, significantly complicating representation of 

their behavior with a single comprehensive model (or simulation tool).  Specialized mod-

els and simulation tools exist for the engineering domains represented in critical infra-

structure, including power, water, and transportation, respectively. These models and tools 

have been created with the objective of accurately reflecting the operation of the physical 

system, at high spatial and temporal resolution. Intelligent control is not captured, leaving 

these models incapable of representing CPSs.  Ideally, a single model would encompass 

both the physical and cyber system semantics of a CPS in a meaningful way, such that the 

effects of a specific event are reflected in the reaction of either a cyber or a physical com-

ponent. But interdependencies among the cyber and physical components, in operation 

and failure, invalidate simplified models that assume components fail independently.  

     Among the existing modeling methodologies for critical infrastructures, which are 

among the most important CPSs, agent-based modeling holds promise for successfully 

capturing the complex interdependencies present. Agent-based models can encapsulate di-

verse cyber and physical attributes of an entity within a single agent, while representing 

the distributed nature of a system with multiple agents.  A multi-agent model can readily 

capture distributed computing in a CPS. In such models, an agent is assumed to be capa-

ble of perceiving its environment, taking action on this perception, communicating (and 

possibly negotiating) with other agents, and generally exhibiting behavior that fits its ob-

jectives.  Object-oriented programming lends itself well to the implementation of multi-
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agent systems. Object classes can be used as agent templates, and object methods can rep-

resent agent behavior. As a widely accepted object-oriented approach, the Unified Model-

ing Language (UML) [5] can accommodate the distinct requirements of agents, while de-

fining software methodologies based on object-oriented approaches.   

     In this paper, we present a qualitative UML model for the information processing stage 

of a CPS, specifically a WDN. Validation of the model, using the Repast toolkit [6] for 

simulation of component behavior is also presented. The qualitative model serves as the 

foundation for quantitative characterization of stochastic behavior of the WDN by a 

Markov model. We then use this quantitative model to compare the dependability of the 

WDN to its purely physical counterpart, where no cyber control or decision support takes 

place. The ultimate objectives of this comparison are to determine the efficacy of the CPS, 

identify potential risks in utilizing cyber decision support and control, and determine pre-

ventative measures that mitigate vulnerabilities caused by addition of the cyber infrastruc-

ture. The work presented in this paper is a first step towards developing a more general 

model that goes beyond WDNs to represent a broad range of CPSs. 

2. Qualitative Model of a WDN  

     In the context of a CPS, an agent is software code embedded in the computers of the 

cyber infrastructure. The theory that can describe the behavior of an agent or the relation-

ships among the agents varies, depending on the system context. Stochastic modeling the-

ory, e.g., Markovian modeling; optimization theory, e.g., game theory; and other existing 

mathematical models that can be applied to agents, e.g., the Leontief model, can be used 

to capture the behavior of the agent itself or the interaction of the agent with its environ-

ment. Sensors are associated with software, as instruments of real-time information col-

lection. The remaining components or subsystems of the CPS include are mechanical 

parts or computer hardware, including the physical water distribution infrastructure, which 

includes pumps, valves, and reservoirs; communication links; and possibly, advanced 

field-programmable gate arrays or programmable logic controllers. 

     Figure 2 depicts the state transition diagram of an intelligent WDN during one data 

processing period, which begins when the data is collected and ends when intelligent con-

trol has been exerted on the water flow. As agent-based modeling is a data-driven model-

ing method, it is vitally important to track each state transition. For simplicity, at this 

stage, we consider only water quantity and do not represent actions related to controlling 

the quality (chemical composition) of water. The condition that can trigger entry to or exit 

from a particular state has been specified on the corresponding arc. The encircled “H” de-

notes the point where the agent process (in a solid rectangle) is making a decision based 

on a combination of historical data and current data (collected by the sensors and checked 

for integrity). The most probable failure states have been taken into consideration in the 

state diagram, such as a sensor failure, transmission failure, controller failure, and pipe 

bursts. Countermeasures have been abstracted as transition states for evaluation of the re-

liability of the system after remedial actions. The flow of the decision making procedure, 

whose goal is to allocate water (quantity), has been specified in the figure with two deci-

sion blocks (encircled diamonds). 
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Figure 2: UML Diagram of the Operation of a WDN 

     The Agent Process is plays the pivotal role, as it provides a precise numeric setting for 

each actuator. Markov and game-theoretic analysis can be applied to this end. Failure is a 

state transition from functional to non-functional, such as the Sensor Failing, Transmis-

sion Failure, and Pipe Bursts states shown in Fig. 2. A binary vector can be used to sum-

marize the state of the system, by representing the state of each functional component 

with a ‘1’, and each failed component with a ‘0’.  

     Repast was used for validation of the qualitative WDN model, due to its ability to fac-

tor agents, relationships, and behaviors into separate components [6]. Figure 3 (a) depicts 

how the qualitative model is translated into component behavior definitions by Repast. 

Figure 3 (b) depicts a very simple WDN, where six nodes are connected in a linear topol-

ogy. The size of each node reflects the quantity of water at the node – initially set to 100 

gallons per minute (gpm). An agent is associated with each node. The associated behavior 

is “Watch for quantity change”, which represents the negotiation underlying a change in 

the node’s water quantity, which can occur in reaction to changes in the water quantity of 

other nodes.  
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a. Flowchart representing agent behavior.                     b. System Topology 

Figure 3: System Behavior and Topology assumed for Repast Validation 

     As a simple example, we increased the quantity of the first node to 300 gpm, represent-

ing an injection of water into this node. This change should incrementally propagate to 

other nodes. Figure 4 (a) depicts the WDN after the increase in water has propagated to 

three downstream nodes, as reflected by the increased size of the nodes. Figure 4 (b) illus-

trates the gradual propagation of this change to all size nodes of the WDN. 

 

  
a. Node Deployment during Simulation                 b. Reaction to Increase 

Figure 4: Propagation of Increase in Water Quantity of Node 1 

     To reflect the intelligent decision-making process of the agent, we add two decision 

blocks to the flow chart of Fig. 3 (a). The first decision block evaluates whether the cur-

rent quantity is within the safe range (50-400 gpm in this example). If the quantity is out-

side the safe range, then the decision flow goes to the second decision block, which pre-

vents this unsafe change from propagating to other nodes. If the quantity is too low, the 

agent will limit the change propagated, i.e., will raise the quantity of water at other nodes 

(for example to the default value of 100 gpm) to mitigate the damage caused by the unsafe 

decrease. This can be accomplished by injecting water from a conduit to the node imme-

diately downstream. This remedial action is shown in Fig. 5. Similar remedial action can 

be taken for a quantity that is dangerously high.   
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Figure 5: Isolating the Unsafe Decrease in Water Quantity of Node 1 

3. Quantitative Reliability Assessment for a WDN 

The qualitative model described above served as the basis for quantitative reliability as-

sessment of the WDN, using the Symbolic Hierarchical Automated Reliability and Per-

formance Evaluator (SHARPE) [7]. Based on investigation of literature on hydraulics, as 

well as knowledge of potential computing failures, we identify and categorize potential 

failures and corresponding mitigation techniques for the WDN, as depicted in Figs. 6 and 

7, respectively. This classification, as well as the qualitative model of Fig. 2 served as the 

basis for the Markov chain model shown in Fig. 8, where each state is labeled with the 

functionality of the system in that state, and each transition arc is labeled with the corre-

sponding transition probability. In the absence of field data, these values were estimated 

based on semantics of the operation of the WDN, as deduced from hydraulics literature. 

Population of the model with field data is a future task. In Fig. 8, the rectangles highlight 

the states that represent failure of certain components, and the circle highlights the “deci-

sion_making” state, which is the state of greatest interest from the CPS perspective. The 

transition probabilities leaving each state should sum to one; however, SHARPE does not 

represent self-transitions, hence, the probabilities associated with self-transitions do not 

appear in the figure.  

 
Figure 6: Failure Modes of a WDN 
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Figure 7: Failure Mitigation Techniques for a WDN 

  

Figure 8: Markov Chain Model of a WDN 

     We applied the severity specification in FMEA [8], to categorize the five types of fail-

ures marked by the rectangles in Fig. 8 into three groups:  

1. The most critical failure is “decision_fail”, as the failure of this component can lead 

to malfunction of the overall system. 

2. The second-level failures are “pipe_bursts” and/or “actuator_fail”, as both pipes and 

actuators have repair mechanisms and hence can recover from the failure states. 

3. The third-level failures are the “sensor_fail” and/or the “check_fail”. The data integ-

rity check is likely to identify faulty sensor data. At this point, we are assuming that 

the checking mechanism is relatively reliable, as compared to other components of 

the system. This assumption can be relaxed in the future. 

     We used the analysis editor provided by SHARPE to configure the scenarios simulated 

for the above Markov model. These scenarios are given in Table 1. The Reward rate REW 

denotes the reward, based on the contribution to the intelligence of the system. Simulation 

results are presented in Table 2. The main purpose of this quantitative assessment exercise 

is to determine the value of the cyber infrastructure, in terms of added reliability of the 

WDN, as compared to its purely physical counterpart. The numeric results confirm that 
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the greater the number of failures, the higher the Transient Unavailability. For instance, 

the value in Down 2 (1.18e-002) is much higher than the value in Down 3 (5.91e-003). 

For the most critical failure, which is the decision making fail, the Transient Unavailabil-

ity is 7.25e-003. This value is better than the case in Down 3 (5.91e-003) but not better 

than the case in Down 4 (3.47e-003).  The Down Time refers to the period of time when a 

system fails to perform its primary function. The results confirm that the greater the num-

ber of failure states, the longer the Down Time. The case in Down 5 is the worst case, as 

both the sensor and the data integrity check have failed. The resulting Down Time is the 

longest (6.81e+003 sec). The second worst case is Down 2 (6.18e+003 sec), where 

pipe_bursts and acuator_fail occur.  

Table 1: Scenarios Simulated for Markov Model of a WDN 

Label Configuration  

Down State (Down1) decision_fail 

Down State (Down2) pipe_bursts and acuator_fail 

Down State (Down3) pipe_bursts 

Down State (Down4) sensor_fail 

Down State (Down5) sensor_fail and check_fail 

Up State (UP1) Components operational, but no actuator_repair 

Up State (UP2) Components operational, but no pipe_repair 

Up State (UP3) Components operational, but no actuator_repair 

or pipe_repair, 

Initial Probability (INI) new_quantity: 0.5       sensor_working: 0.1 

decision_making: 0.05    actuator_working:0.05 

agent_community: 0.1    pipe_working: 0.2 

Reward rate  

 (REW) 

new_quantity: 5        sensor_working: 2 

decision_making: 20     DB_store: 7 

actuator_working: 2     sensor_fail: -2 

agent_community: 10    decision_fail: -15 

actuator_fail: -2         actuator_repaired: 3 

pipe_bursts: -4          pipe_working: 4 

pipe_repaired: 5         data_check: 12 

check_fail: -10 

Table 2: Numerical Simulation Results  

Parameters Numeric Results Configuration 

7.25e-003 Down 1 at time 100 sec,  with INI 

1.18e-002 Down 2 at time 100 sec, with INI 

5.91e-003 Down 3 at time 100 sec, with INI 

3.47e-003 Down 4 at time 100 sec, with INI 

Transient Unavailability 

1.29e-002 Down 5 at time 100 sec, with INI 

3.81e+003 sec Down1 

6.18e+003 sec Down2 

3.11e+003 sec Down3 

1.83e+003 sec Down4 

Down Time 

6.81e+003 sec Down5 

1.75e+002 sec UP1 

1.75e+002 sec UP2 

Meantime to system failure 

(MTTSF) 

8.69e+001 sec UP3 

Expected reward at time t (Exrt)  8.66e+000 REW, at time 100 sec, with INI 

 

     The shortest MTTSF occurs when both actuator_repair and pipe_repair fail, confirm-
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ing that these repair mechanisms can extend the life of the system (by 50% in this case).  

We use the expected reward rate at time t (Exrt) to measure the reward rate of the overall 

system, based on the intelligence weight assigned to each state, which is in turn based on 

the contribution of the state to the intelligence of the system. For example, deci-

sion_making has the highest reward rate (20). Similarly, as software failure will consid-

erably affect the intelligence of the system, the reward rate of decision_fail is high (-15).  

In a purely physical WDN, a local node can exchange water with its neighboring nodes, 

which can in turn interact with each other. However, this exchange is not controlled by 

agents, and therefore no intelligent decision support or failure prevention measures exist.  

     The Markov chain model for a purely physical WDN is depicted in Fig. 9. “sen-

sor_detection” (on the far left) is responsible for collecting data when 

“new_water_quantity” occurs, and reports the information for accounting purposes, not 

for decision support. “actuator_control” (circled) is the only component in the system that 

can provide some measure of intelligence to managing the water on the physical network. 

However, the actuator control is itself vulnerable to failure, the occurrence of which may 

lead to the “pipe_bursts” state. This state is considered an absorbing state, as the physical 

system is assumed to fail if a pipe bursts in the network. This is based on the assumption 

that the lack of real-time communication prevents timely alert of this failure and consid-

erably delays repair. Similar to the Markov model for the CPS, the transition probabilities 

have been assigned based on understanding o f the semantics of the system. An extension 

planned to this work is derivation of these probabilities from field data. 

 

 

Figure 9: Markov Chain Model for a Purely Physical WDN 

     The configuration of parameters in SHARPE and the simulation results for the purely 

physical WDN are shown in Table 3 and Table 4, respectively.  

 

 

 

 

 



476                                                       Jing Lin and Sahra Sedigh 

 

 

Table 3: Scenarios for Purely Physical WDN 

Label Configuration Group 

Initial Probability (INI_1) new_water_quantity: 0.5    neighbor_1:0.2 

neighbor_2:0.1            actuator_control:0.2 

Initial Probability (INI_2) new_water_quantity: 0.4    neighbor_1:0.2 

neighbor_2:0.1            actuator_control:0.2 

sensor_detection:0.1 

Reward rate   

 (REW_1) 

new_water_quantity: 5    neighbour_1:2 

neighbor_2: 2            pipe_bursts:-3 

actuator_control:10       sensor_detection:7 

actuator_fail:-9 

Reward rate  

 (REW_2) 

new_water_quantity: 5    neighbour_1:2 

neighbor_2: 2            pipe_bursts:-3 

actuator_control:15       sensor_detection:7 

actuator_fail:-12 

 

Table 4: Numerical Simulation Results 

Parameters Simulation Results Configurations 

7.83e-003 INI_1 at time 20 sec 

6.39e-006 INI_1 at time 50 sec 

3.28e-008 INI_1 at time 100 sec 

7.16e-003 INI_2 at time 20 sec 

5.86e-006 INI_2 at time 50 sec 

Reliability 

3.28e-008 INI_2 at time 100 sec 

4.07e+000 INI_1 pipe_bursts 

3.94e+000 INI_1 sensor_detection 

4.06e+000 INI_2 pipe_bursts 

Meantime to system failure  

(MTTSF) 

4.02e+000 INI_2 sensor_detection 

4.48e+000 REW_1 with INI1 at time 100 sec 

4.67e+000 REW_1 with INI2 at time 100 sec 

5.08e+000 REW_2 with INI1 at time 100 sec 

Expected reward rate at time t 

(Exrt) 

5.22e+000 REW_2 with INI2 at time 100 sec 

 

     The numerical results show that the system reliability decreases dramatically as time 

goes by, in both configurations, as expected of a system with no repair. As the actua-

tor_control is the sole component that can exert intelligent control, it has been assigned 

the highest reward rate (10 in REW_1 and 15 in REW_2). The main difference between 

REW_1 and REW_2 is the increase of the reward rate for actuator_control and the de-

crease of reward rate for actuator_fail in REW_2. The result shows that the configuration 

in REW_2 can enhance the Exrt of the system, and if sensor_detection takes place at the 

beginning of the simulation, the Exrt further increases. This is due to the fact that a sensor 

is an intelligent device and can contribute to the intelligence of the physical system; the 

earlier the sensor can play this role, the more it can contribute to the Exrt.  

The analysis editor provided by SHARPE can be used to compare various reliability at-

tributes, e.g., MTTSF, of the physical and intelligent (cyber-physical) WDNs. For the CPS, 

the MTTSF ranges from 86.93 to 175.08 sec, while for the purely physical WDN, it ranges 

from 3.94 to 4.07 sec. As expected, the cyber infrastructure delays system failure.  The 

Exrt at t = 100 sec can reflect the relative intelligence level of the two systems. For the 
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CPS, the Exrt is 8.66, as compared to 5.22 for the purely physical WDN, as expected. 

4. Conclusions  

     Quantifying and modeling the dependability of modern critical infrastructure is a sig-

nificant challenge, as these CPSs are complex, and their components Heterogeneous. 

Agent-based modeling can rise to this challenge, as it provides flexibility and facilitates 

the representation of multiple levels of abstraction. The data-driven nature of agent-based 

models makes them computationally capable and responsive to changes in the operational 

environment of the CPS - features that motivated our choice of the agent-based approach 

in developing a qualitative model for a WDN. The qualitative modeling serves as the 

foundation for a quantitative Markovian model that facilitates performance evaluation of 

the WDN, in particular with respect to reliability. We utilized this capability to estimate 

performance metrics such as availability and mean time to failure of the WDN as a whole, 

and to compare the intelligent WDN to its purely physical counterpart. Simulation results 

verified that the introduction of cyber infrastructure improves these measures. 

     The quantitative model presented in this paper for an intelligent WDN is a preliminary 

step towards the ultimate goal of quantitative analysis of failure propagation in a CPS, 

which is being pursued in continuation of the work presented in this paper. Other exten-

sions planned include the use of field data to develop more precise quantitative models 

and the incorporation of more sophisticated decision support algorithms, including meth-

ods that utilize distributed computing.  
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